
DATA SECURITY AND CONTROL 
 
Data exist is various forms- as numbers or texts on pieces of paper, as bits and bytes stored in electronic memory or as facts stored in a person‘s mind.  
Information security is the process of protecting information. It protects its availability, privacy and integrity. Access to stored information on databases has increased greatly. More companies store business and individual information on computer than ever before. Much of the information stored is highly confidential and not for public viewing. 
Data/information security means protecting information and from unauthorized access, use, disclosure, disruption, modification, perusal, inspection, recording or destruction, disclosure or transfer, whether accidental or intentional. 
Data control is the measure taken to enforce the security of the program and data. Data may be lost in various ways such as virus, user errors, computer crushes, hacking, etc. 
Many businesses are solely based on information stored in computers. Personal staff details, client lists, salaries, bank account details, marketing and sales information may all be stored on a database. Without this information, it would often be very hard for a business to operate. Information security systems need to be implemented to protect this information. 
Effective information security systems incorporate a range of policies, security products, technologies and procedures. Software applications which provide firewall information security and virus scanners are not enough on their own to protect information. A set of procedures and systems needs to be applied to effectively deter access to information. 
The terms information security, and are frequently incorrectly used interchangeably. These fields are interrelated often and share the common goals of protecting the, and of information; however, there are some subtle differences between them. 
These differences lie primarily in the approach to the subject, the methodologies used, and the areas of concentration. Information security is concerned with the confidentiality, integrity and availability of regardless of the form the data may take: electronic, print, or other forms. 
Computer security can focus on ensuring the availability and correct operation of a without concern for the information stored or processed by the computer. 
 
a) Security and Privacy 
Security is about well-being (integrity) and about protecting property or interests from intrusions, stealing or wire-tapping (privacy - the right to keep a secret can also be stolen). In order to do that, in a hostile environment, we need to restrict access to our assets. To grant access to a few, we need to know whom we can trust and we need to verify the credentials (authenticate) of those we allow to come near us.  
Security is thus based on the following independent issues:  
· Privacy - the ability to keep things private/confidential  
· Trust - do we trust data from an individual or a host? Could they be used against us?  
· Authenticity - are security credentials in order? Are we talking to whom we think we are talking to, privately or not?  
· Integrity - has the system been compromised/altered already?  
Environments can be hostile because of  
· Physical threats - weather, natural disaster, bombs, power failures, etc.  
· Human threats - stealing, trickery, bribery, spying, sabotage, accidents.  
· Software threats - viruses, Trojan horses, logic bombs, denial of service.  
What are we afraid of?  
· Losing the ability to use the system.  
· Losing important data or files  
· Losing face/reputation  
· Losing money  
· Spreading private information about people.  
 
b) Security threats and control measures 
There are people who make a living from or breaking through information security systems. They use their technological skills to break into computer systems and access private information. Firewalls, which are designed to prevent access to a computer's network, can be bypassed by a with the right hardware. This could result in the loss of vital information, or a virus could be planted and erase all information. A computer hacker can gain access to a network if a firewall is shut down for only a minute. 
One of the biggest potential threats to information security is the people who operate the computers. A workplace may have excellent information security systems in place, but security can be easily compromised. If a worker gives out or resets passwords without verifying who the information is for, then anyone can easily gain access to the system. Computer operators should be made fully aware of the importance of security. 
Simple security measures can be used by everyone to keep data secure. Changing passwords on your computer, and using combinations of letters and numbers, makes it harder for to gain access. Also, do not keep a note of your where it can be easily accessed. This is the same idea as not keeping your and PIN number together. You would not want anyone to have access to the information or funds in your bank account, and it is the same with your computer.  
 
COMPUTER VIRUS 
Computer Virus is a malicious software program written intentionally to enter a computer without the user's permission or knowledge. It has the ability to replicate itself, thus continues to spread. Some viruses do little but replicate, while others can cause severe harm or adversely affect program and performance of the system. A virus should never be assumed harmless and left on a system.  
It can be a code segment that replicates by attaching copies of itself to existing executable files. The new copy of the virus is executed when a user executes the new host program. The virus may include an additional code that triggers when specific conditions are met. For example, some viruses display a text string on a particular date. There are many types of viruses, including variants, overwriting, resident, stealth, and polymorphic.  
 
 
 
a) TYPES OF COMPUTER VIRUSES 
There are different types of computer viruses which can be classified according to their origin, techniques, types of files they infect, where they hide, the kind of damage they cause, the type of operating system or platform they attack as follows;  
 
Boot Sector Virus 
This type of virus affects the boot sector of a floppy or hard disk. This is a crucial part of a disk, in which information of the disk itself is stored along with a program that makes it possible to boot (start) the computer from the disk. The best way of avoiding boot sector viruses is to ensure that floppy disks are write-protected and never starting your computer with an unknown floppy disk in the disk drive.  Examples: Polyboot.B, AntiEXE. 
Companion Viruses 
Companion viruses can be considered as a type of file infector viruses like resident or direct action types. They are known as companion viruses because once they get into the system they 'accompany' the other files that already exist. In other words, in order to carry out their infection routines, companion viruses can wait in memory until a program is run (resident virus) or act immediately by making copies of themselves (direct action virus). 
Some examples include: Stator, Asimov.1539 and Terrax.1069 
Resident Virus 
This type of virus is permanent as it dwells in the Random Access Memory so as it can overcome and interrupt all the operations executed by the system. It can corrupt files and programs that are opened, closed, copied, renamed etc.  
Examples: Randex, CMJ, Meve, and MrKlunky. 
 
Direct Action Viruses 
The main purpose of this virus is to replicate and take action when it is executed. When a specific condition is met, the virus will go into action and infect files in the directory or folder that it is in as well as directories that are specified in the AUTOEXEC.BAT file path. This batch file is always located in the root directory of the hard disk and carries out certain operations when the computer is booted. 
Examples: Vienna virus.  
 
Overwrite Viruses 
Virus of this kind is characterized by the fact that it deletes the information contained in the files that it infects, rendering them partially or totally useless once they have been infected. The only way to clean a file infected by an overwrite virus is to delete the file completely, thus losing the original content.  Examples: Way, Trj.Reboot, Trivial.88.D. 
Macro Virus 
Macro viruses infect files that are created using certain applications or programs that contain macros. These mini-programs make it possible to automate series of operations so that they are performed as a single action, thereby saving the user from having to carry them out one by one. Examples: Relax Melissa.A, Bablas, O97M/Y2K. 
 
Directory Virus 
Directory viruses change the path that indicate the location of a file. When you execute a program file with an extension .EXE or .COM that has been infected by a virus, you are unknowingly running the virus program, while the original file and program is previously moved by the virus. Once infected it becomes impossible to locate the original files.  
Examples: Dir-2 virus. 
 
Polymorphic Virus 
Polymorphic viruses encrypt or encode themselves in a different way (using different algorithms and encryption keys) every time they infect a system. This makes it impossible for anti-viruses to find them using string or signature searches (because they are different in each encryption). The virus then goes on creating a large number of copies.  Examples: Elkern, Marburg, Satan Bug and Tuareg. 
 
File Infector Virus 
This type of virus infects programs or executable files (files with .EXE or .COM extension). When one of these programs is run, directly or indirectly, the virus is activated, producing the damaging effects it is programmed to carry out. The majority of existing viruses belong to this category, and can be classified depending on the actions that they carry out. 
Examples: Cleevix and Cascade.  
 
FAT Virus 
The file allocation table or FAT is the part of a disk used to store all the information about the location of files, available space, unusable space etc. FAT virus attacks the FAT section and may damage crucial information. It can be especially dangerous as it prevents access to certain sections of the disk where important files are stored. Damage caused can result in information losses from individual files or even entire directories. 
 
Multipartite Virus 
These viruses spread in multiple ways possible. It may vary in its action depending upon the operating system installed and the presence of certain files.  
Examples: Invader, Flip and Tequila  
 
Web Scripting Virus 
Many web pages include complex code in order to create an interesting and interactive content. This code is often exploited to bring about certain undesirable actions.  
 
Trojans or Trojan Horses 
Another unsavory breed of malicious code are Trojans or Trojan horses, which unlike viruses do not reproduce by infecting other files, nor do they self-replicate like worms. In fact, it is program which disguises itself as a useful program or application. They perform a desired task, but that also includes unexpected (and undesirable) functions. Consider as an example an editing program for a multiuser system. This program could be modified to randomly delete one of the users' files each time they perform a useful function (editing), but the deletions are unexpected and definitely undesired!  
Logic Bombs 
They are not considered viruses because they do not replicate. They are not even programs in their own right but rather camouflaged segments of other programs. They are only executed when a certain predefined condition is met. Their objective is to destroy data on the computer once certain conditions have been met. Logic bombs go undetected until launched and the results can be destructive. 
 
Besides, there are many other computer viruses that have a potential to infect digital data. Hence, it is a must that data is protected by installing a genuine quality anti-virus software.  
Worms 
Worms are programs that replicate and spread, often opening a back door to allow hackers to gain access to the computers that they infect. 
Worms can spread over the Internet by exploiting security flaws in the software of computers that are connected to the Internet. Worms can also spread by copying themselves from disk to disk or by email. A self-replicating program that is self-contained and does not require a host program. The program creates a copy of itself and causes it to execute; no user intervention is required. Worms commonly use network services to propagate to other host systems. A worm is a program very similar to a virus; it has the ability to self-replicate and can lead to negative effects on your system. But they can be detected and eliminated by anti-viruses.  
Examples of worms include: PSWBugbear.B, Lovgate.F, Trile.C, Sobig.D, Mapson. 
Stealth virus 
A form of a virus that hide itself from detection by anti-virus software 
Companion virus 
This virus does not actually inject a program but gets a run when the program is supposed to run 
      How computers can be protected from viruses 
1. Set up a software firewall. If you don't have a software firewall built in, upgrade your Operating System and make sure everyone on your LAN is set up with the same firewall. 
2. Install reliable antivirus software. Antivirus software scans files regularly for unusual changes in file size, programs that match the software's database of known viruses, suspicious email attachments, and other warning signs. It's the most important step you can take towards keeping your computer clean of viruses. Norton AntiVirus is the world's leading antivirus software. It runs continuously in the background of your computer, providing constant protection from viruses, Trojan horses, worms, and other malicious code. To stay up-to-date on the latest online threats, Norton AntiVirus automatically updates its virus definitions whenever you're online. 
3. Take time and make the effort to understand how viruses and worms get onto your computer and you can virtually stop them all in their tracks. 
4. Don't automatically open attachments. Be sure your email program doesn't automatically download attachments. This will ensure that you can examine and scan attachments before they run. Refer to your email program's safety options or preferences menu for instructions. 
5. Scan all incoming email attachments. Be sure to run each attachment you plan to open through the anti-virus check. Do this even if you recognize and trust the sender; malicious code, like Trojan horses, can slip into your system by appearing to be from a friendly source.  
6. Get immediate protection. Configure your antivirus software to boot automatically on startup and run at all times. This will provide you back-up protection in case you forget to scan an attachment, or decide not to. And in case you forget to boot up your antivirus software, configuring it to start by itself will ensure you get immediate protection anyway. 
7. Update your anti-virus software frequently. A program is only as good as the frequency with which it is updated. New viruses, worms, and Trojan horses are born daily, and variations of them can slip by software that is not current.  Has a feature that searches for new virus definitions every time you go online, so you are always up to date. 
8. Don't download programs from the Web. Unreliable sources such as Internet newsgroups or Web sites that you haven't heard of may be willing providers of viruses for your computer. Avoid downloading files you can't be sure are safe. This includes freeware, screensavers, games, and any other executable program—any files with an ".exe" or "".com" extension, such as "coolgame.exe." Check to see if the site has anti-virus software running on their side. If you do have to download from the Internet, be sure to scan each program before running it. Save all downloads to one folder, then run virus checks on everything in the folder before using it.  
9. Don't boot from an unknown data CD. Data CDs are one of the most common ways viruses are transmitted. If you are using a data CD while working on your computer, remove it when you shut the machine off or the computer may automatically try to boot from the disc, perhaps launching or installing bad programs or files on your computer. 
10. Don't share data CDs. Even a well-meaning friend may unknowingly pass along a virus, Trojan horse, or worm. Label your discs clearly so you know they're yours and don't loan them out. If a friend passes you a foreign disc, suggest an alternative method of file sharing. 
11. Scan files for viruses before using them. This is always important, but especially if you are using a disc or flash memory to carry information between one computer and another. 
You could easily pick up a virus from a corrupted file and introduce it into your system. Running a virus scan before launching any of new files will prevent infection. 
12. Use common sense. It's always better to err on the side of safety. If you're unsure about an attachment, delete it. Especially if it's from a source you don't recognize. If there are tempting animations on a site that look highly unprofessional, don't download them.  
13. Don't download anything from anyone you don't know or aren't expecting... EVER. For all you VAs, and publishers and whoever else out there is trading files back and forth with your clients... Stop and make sure that your client has a safe system before you start trading files with them. It's worth the time. 
Conclusion 
Information security is the ongoing process of exercising due care and due diligence to protect information, and information systems, from unauthorized access, use, disclosure, destruction, modification, or disruption or distribution. The never ending process of information security involves ongoing training, assessment, protection, monitoring & detection, incident response & repair, documentation, and review. This makes information security an indispensable part of all the business operations across different domains. 
 
 
 
 
 
 
 
 
c) 	Computer crimes 
Hacking  
Hacking is when an individual gets unauthorized access into a computer where they may; -look at the data, copy the data, modify or erase the data. 
Phishing 
A Phishing attack is when you are sent an email that asks you to click on a link and reenter your bank or credit card details. These emails can pretend to be from banks, Internet service providers, and on-line stores and so on, and both the email and the web site it links to appear genuine. When you enter your bank or credit card details they are then used fraudulently.  
Zombies 
A Zombie is a dormant program that lies inactive on a computer. It can be activated remotely to aid a collective attack on another computer. Zombies don‘t normally damage the computer on which they reside but can damage other computers. 
Zombies often arrive as email attachments and when the attachment is opened they install themselves secretly and then wait to be activated. 
 
Internet Based Attacks 
While your computer is connected to the Internet it can be subject to attack through your network communications. Some of the most common attacks include: 
· Bonk – An attack on the Microsoft TCP/IP stack that can crash the attacked computer.  
· RDS_Shell – A method of exploiting the Remote Data Services component of the Microsoft Data Access Components that lets a remote attacker run commands with system privileges.  
· WinNuke – An exploit that can use NetBIOS to crash older Windows computers.  
 
Viral Web Sites 
Users can be enticed, often by email messages, to visit web sites that contain viruses or Trojans. These sites are known as viral web sites and are often made to look like well-known web sites and can have similar web addresses to the sites they are imitating. Users who visit these sites often inadvertently download and run a virus or Trojan and can then become infected or the subject of hacker attacks. 
Spyware, Adware and Advertising Trojans 
Spyware, Adware and Advertising Trojans are often installed with other programs, usually without your knowledge. They record your behavior on the Internet, display targeted ads to you and can even download other malicious software on to your computer. They are often included within programs that you can download free from the Internet or that are on CDs given away free by magazines. 
Spyware doesn‘t usually carry viruses but it can use your system resources and slow down your Internet connection with the display of ads. If the Spyware contains bugs (faults) it can make your computer unstable but the main concern is your privacy. These programs record every step that you take on the Internet and forward it to an Ad Management Centre which reviews your searches and downloads to determine your shopping preferences. The Ad Management Centre will build up a detailed profile of you, without your knowledge, and can pass this on to third parties, again without your knowledge. Some Spyware can download more serious threats on to your computer, such as Trojan Horses. 
Virus Hoaxes 
Virus hoaxes are messages, usually sent by email, that amount to little more than chain letters. They pretend to alert you to the latest "undetectable" virus and simply waste your time and Internet bandwidth. The best course of action is to delete these hoaxes - they can cause genuine fear and alarm in the disabled, elderly and other vulnerable groups. 
Unsecured Wireless Access Points 
If a wireless access point, e.g. an ADSL (Broadband) Router, hasn't been secured then anyone with a wireless device (laptop, PDA, etc.) will be able to connect to it and thereby access the Internet and all the other computers on the wireless network. 
Bluesnarfing 
The act of stealing personal data, specifically calendar and contact information, from a Bluetooth enabled device. 
Social Engineering 
Tricking computer users into revealing computer security or private information, e.g. passwords, email addresses, etc., by exploiting the natural tendency of a person to trust and/or by exploiting a person's emotional response. 
Example 1: Spammers send out an email about victims of child abuse and provide a link to click in the email for further information or to help the victims. When the link is clicked the spammers know the email address is "live" and add it to their live list which they then use to target their spam. 
Example 2: A company computer user is tricked into revealing the network password by someone on the telephone who is impersonating the voice of an employee in authority and who has a story of distress. 
 
Worms 
Worms are programs that replicate and spread, often opening a back door to allow hackers to gain access to the computers that they infect. 
Worms can spread over the Internet by exploiting security flaws in the software of computers that are connected to the Internet. Worms can also spread by copying themselves from disk to disk or by email. 
 
d) 	Detection and protection against computer crimes 
Trespass  
This is when someone is able to connect to your computer and control it in some form. This can range from being able to view or access your files, to actually running programs on your computer 
Some programs have special features that allow for remote access. Others contain bugs that allow a backdoor or hidden access, that provides some level of control of the program, and trespassers will make use of this to gain access to your computer. 
Tracking  
Tracking is when someone is able to monitor what you are doing on your computer system. This applies mainly to tracking Internet usage, where someone may monitor what sites you visited and what links you clicked on so that they can determine your interests, and use that information for future marketing. 
Tapping  
Tapping is when someone gains access to information that is being transmitted via communication links. Any information that is transmitted across a network is at risk of being intercepted, if appropriate security measures are not in place 
Cracking  
Cracking is similar to hacking, but with one major distinction. In hacking, someone feels the need to understand how the computer or network system of an organization works, but without the intent of causing damage. In cracking, someone uses his or her knowledge of information systems to literally to illegally or unethically penetrate computers system for personal gain. 
Privacy and Fraud 
Trespassing, tapping and cracking all violate privacy of information and leave systems open to fraud. Any compromised system can potentially leak personal information –such as medical information, credit card details, etc. 
Sabotage  
Sabotage occurs when a malicious user renders a system unusable by other users. Sabotage takes different forms; 
i) „Denial of service‟ is common on the internet. A hacker using his/her computer, but mimicking different computers, sends many requests to connect to the web server. The server attempts, unsuccessfully, to establish communication with each one of this „computers‟. These attempts create much activity (traffic) that slows down the server to crawl and may eventually cause it to crash. Genuine users will then have been denied service. 
ii) Release of viruses is also another form of sabotage 
Spam  
By gaining access to a list of e-mail addresses, a person can send unsolicited junk e-mail, called spam to thousands of users. This is done quite often by redirecting the email through the mail server of an unsuspecting host, making the actual sender of the spam difficult to track. 
Alterations 
When a system is compromised, the data stored in it can be altered. Typical examples of data alteration are when students break into a system to alter exam results, or someone breaks into a banking system to change account details or divert money. Confidentiality 
 Is the term used to prevent the disclosure of information to unauthorized individuals or systems. For example, a   on the Internet requires them to be transmitted from the buyer to the merchant and from the merchant to a network. The system attempts to enforce confidentiality by encrypting the card number during transmission, by limiting the places where it might appear (in databases, log files, backups, printed receipts, and so on), and by restricting access to the places where it is stored. If an unauthorized party obtains the card number in any way, a breach of confidentiality has occurred. 
Confidentiality is necessary (but not sufficient) for maintaining the of the people whose personal information a system holds. 
Integrity 
In information security, integrity means that data cannot be modified undetectably. Integrity is violated when a message is actively modified in transit. Information security systems typically provide message integrity in addition to data confidentiality. 
Availability 
For any information system to serve its purpose, the information must be when it is needed. This means that the computing systems used to store and process the information, the security controls used to protect it, and the communication channels used to access it must be functioning correctly Authenticity 
In computing, and information security it is necessary to ensure that the data, transactions, communications or documents (electronic or physical) are genuine. It is also important for authenticity to validate that both parties involved are who they claim they are. 
DATA SECURITY/PROTECTION TECHNIQUES 
1) Audit trail/checks 
Audit trail help to detect trespassing and alteration. It is used to keep a record of who has accessed a computer system and what operations he/she has performed during a given period of time. In case a system is broken into by a hacker, an audit trail enables their activities to be tracked. Any unauthorized alterations can be rolled back to take the system back to the state it was in before the alterations were done. 
2) Secured waste 
Paper shredders are used to destroy printed information so that it is not accessed by persons who are not supposed to. 
3) Internal controls 
The system has transaction log which is a record/file for all those who accessed or attempted to access.  
4) Applicant screening 
This is meant to weed out dishonest job applicants 
5) Password 
This is use of secret word or number or combination of both on a keyboard to access computer or its database 
6) Built-in software 
This is where the system matches use of numbers against numbers already assigned to the data being accessed 
7) Data/information encryption 
Information security uses to transform usable information into a form that renders it unusable by anyone other than an authorized user; this process is called. Information that has been encrypted (rendered unusable) can be transformed back into its original usable form by an authorized user, who possesses the, through the process of decryption. Cryptography is used in information security to protect information from unauthorized or accidental disclosure while the is in transit (either electronically or physically) and while information is in storage. 
Cryptography provides information security with other useful applications as well including improved authentication methods, message digests, digital signatures, , and encrypted network communications.  
Cryptography can introduce security problems when it is not implemented correctly. Cryptographic solutions need to be implemented using industry accepted solutions that have undergone rigorous peer review by independent experts in cryptography. The of the encryption key is also an important consideration. A key that is or too short will produce weak encryption. The keys used for encryption and decryption must be protected with the same degree of rigor as any other confidential information. They must be protected from unauthorized disclosure and destruction and they must be available when needed.  Solutions address many of the problems that surround. 
8) Hacking  
To prevent or stop such; 
· log off correctly from the computer when leaving the machine 
· Chose passwords that are not obvious, with at least 6 characters and a mixture of numbers and both upper and lower case letters 
-Keeping passwords confidential and not writing them down anywhere 
-Changing passwords regularly 
-Encrypting data that is transmitted using the telecommunications network or wireless communication 
9) Firewalls  
 A physical firewall keeps a fire from spreading from one area to the next. Similarly, a firewall is a program or hardware that filters information coming through the internet and connections into your personal computer or network. Firewalls can prevent unauthorized remote logins, limit or stop Spam, and filter the content that is downloaded from the internet. Some firewalls offer virus protection but it is worth the investment to install Anti-virus software on each computer. 
When Management chooses to mitigate a risk, they will do so by implementing one or more of three different types of controls. 
10) Administrative 
Administrative controls (also called procedural controls) consist of approved written policies, procedures, standards and guidelines. Administrative controls form the framework for running the business and managing people. They inform people on how the business is to be run and how day to day operations are to be conducted. Laws and regulations created by government bodies are also a type of administrative control because they inform the business. Some industry sectors have policies, procedures, standards and guidelines that must be followed - the Payment Card Industry (PCI) Data Security Standard required by and is such an example. Other examples of administrative controls include the corporate security policy, hiring policies, and disciplinary policies. 
Administrative controls form the basis for the selection and implementation of logical and physical controls. Logical and physical controls are manifestations of administrative controls. Administrative controls are of paramount importance. 
Logical 
Logical controls (also called technical controls) use software and data to monitor and control access to information and computing systems. For example: passwords, network and host based firewalls, network systems, and data encryption are logical controls. 
An important logical control that is frequently overlooked is the principle of least privilege. The requires that an individual, program or system process is not granted any more access privileges than are necessary to perform the task. A blatant example of the failure to adhere to the principle of least privilege is logging into Windows as user Administrator to read Email and surf the Web. Violations of this principle can also occur when an individual collects additional access privileges over time. This happens when employees' job duties change, or they are promoted to a new position, or they transfer to another department. The access privileges required by their new duties are frequently added onto their already existing access privileges which may no longer be necessary or appropriate. 
 
 
Physical 
i) Physical controls monitor and control the environment of the work place and computing facilities. They also monitor and control access to and from such facilities. For example: doors, locks, heating and air conditioning, smoke and fire alarms, fire suppression systems, cameras, barricades, fencing, security guards, cable locks, etc. Separating the network and work place into functional areas are also physical controls. To prevent loss of hardware (theft), computers should be kept in strong rooms and data back-up should be done regularly. An important physical control that is frequently overlooked is the separation of duties. Separation of duties ensures that an individual cannot complete a critical task by himself. For example: an employee who submits a request for reimbursement should not also be able to authorize payment or print the check. An applications programmer should not also be the or the - these roles and responsibilities must be separated from one another. 
ii) Restricting access to areas with computers, so that only authorized personnel are allowed to use the system 
iii) Keeping computer rooms locked after working hours iv) Installing alarm systems and other security devices 
Security classification of information 
An important aspect of information security and risk management is recognizing the value of information and defining appropriate procedures and protection requirements for the information. Not all information is equal and so not all information requires the same degree of protection. This requires information to be assigned a . 
The first step in information classification is to identify a member of senior management as the owner of the particular information to be classified. Next, develop a classification policy. The policy should describe the different classification labels, define the criteria for information to be assigned a particular label, and list the required security controls for each classification. 
The type of information security classification labels selected and used will depend on the nature of the organization, with examples being: 
· In the business sector, labels such as: Public, Sensitive, Private, and Confidential.  
· In the government sector, labels such as: Unclassified, Sensitive But Unclassified, Restricted, and Confidential, Secret, Top Secret and their non-English equivalents.   In cross-sectorial formations, the, this consists of: White, Green, Amber and Red.  
All employees in the organization, as well as business partners, must be trained on the classification schema and understand the required security controls and handling procedures for each classification. The classification a particular information asset has been assigned should be reviewed periodically to ensure the classification is still appropriate for the information and to ensure the security controls required by the classification are in place. 
11) 	 Access control 
Access to protected information must be restricted to people who are authorized to access the information. The computer programs, and in many cases the computers that process the information, must also be authorized. This requires that mechanisms be in place to control the access to protected information. The sophistication of the access control mechanisms should be in parity with the value of the information being protected - the more sensitive or valuable the information the stronger the control mechanisms need to be. The foundation on which access control mechanisms are built start with identification and authentication. 
ix) Identification is an assertion of who someone is or what something is. If a person makes the statement "Hello, my name is John Doe" they are making a claim of who they are. However, their claim may or may not be true. Before John Doe can be granted access to protected information it will be necessary to verify that the person claiming to be John Doe really is John Doe. 
ii) Authentication is the act of verifying a claim of identity. When John Doe goes into a bank to make a withdrawal, he tells the bank teller he is John Doe (a claim of identity). The bank teller asks to see a photo ID, so he hands the teller his driver's license. The bank teller checks the license to make sure it has John Doe printed on it and compares the photograph on the license against the person claiming to be John Doe. If the photo and name match the person, then the teller has authenticated that John Doe is who he claimed to be. 
There are three different types of information that can be used for authentication: 
i 	 something you know,  
Examples of something you know include such things as a PIN, a password, or your mother's maiden name. ii something you have,  
Examples of something you have include a driver's license or a magnetic  iii Something you are.  
 Something you are refers to biometrics. Examples of biometrics include palm prints, finger prints, voice recognition and retina (eye) scans.  
Strong authentication requires providing information from two of the three different types of authentication information. For example, something you know plus something you have. This is called two factor authentication. 
On computer systems in use today, the Username is the most common form of identification and the Password is the most common form of authentication. Usernames and passwords have served their purpose but in our modern world they are no longer adequate. Usernames and passwords are slowly being replaced with more sophisticated authentication mechanisms. 
After a person, program or computer has successfully been identified and authenticated then it must be determined what informational resources they are permitted to access and what actions they will be allowed to perform (run, view, create, delete, or change). This is called authorization. 
Authorization to access information and other computing services begins with administrative policies and procedures. The policies prescribe what information and computing services can be accessed, by whom, and under what conditions. The access control mechanisms are then configured to enforce these policies. 
Different computing systems are equipped with different kinds of access control mechanisms - some may even offer a choice of different access control mechanisms. The access control mechanism a system offers will be based upon one of three approaches to access control or it may be derived from a combination of the three approaches. 
The non-discretionary approach consolidates all access control under a centralized administration. The access to information and other resources is usually based on the individuals function (role) in the organization or the tasks the individual must perform. The discretionary approach gives the creator or owner of the information resource the ability to control access to those resources. In the Mandatory access control approach, access is granted or denied basing upon the security classification assigned to the information resource. 
Defense in depth 
Information security must protect information throughout the life span of the information, from the initial creation of the information on through to the final disposal of the information. The information must be protected while in motion and while at rest. During its life time, information may pass through many different information processing systems and through many different parts of information processing systems. There are many different ways the information and information systems can be threatened. To fully protect the information during its lifetime, each component of the information processing system must have its own protection mechanisms. The building up, layering on and overlapping of security measures is called defense in depth. The strength of any system is no greater than its weakest link. Using a defense in depth strategy, should one defensive measure fail there are other defensive measures in place that continue to provide protection. 
Process 
The terms reasonable and prudent person, due care and due diligence have been used in the fields of Finance, Securities, and Law for many years.  
In the field of Information Security, Harris offers the following definitions of due care and due diligence: 
"Due care are steps that are taken to show that a company has taken responsibility for the activities that take place within the corporation and has taken the necessary steps to help protect the company, its resources, and employees." And, [Due diligence are the] "continual activities that make sure the protection mechanisms are continually maintained and operational." 
Attention should be made to two important points in these definitions. First, in due care, steps are taken to show - this means that the steps can be verified, measured, or even produce tangible artifacts. Second, in due diligence, there are continual activities - this means that people are actually doing things to monitor and maintain the protection mechanisms, and these activities are ongoing. 
 Disaster recovery planning 
While a business continuity plan (BCP) takes a broad approach to dealing with organizational wide effects of a disaster, a disaster recovery plan (DRP), which is a subset of the business continuity plan, is instead focused on taking the necessary steps to resume normal business operations as quickly as possible. A disaster recovery plan is executed immediately after the disaster occurs and details what steps are to be taken in order to recover critical information technology infrastructure. There are a number of approaches; 
a) Manual Services 
  Temporarily used while computer services are not available b) Service bureau 
 	 	Buy time at a service bureau 
c) Aid package 
 	 	Mutual aid pact done in advance 
d) Computer facility 
 	Consortium of assistance assuming data back-up has been kept somewhere in advance 
 
 
e) Laws governing protection of ICT 
Laws and regulations 
Computer crime is a growing industry. Some of the issues addressed by ICT legislation are; 
i) To protect the confidentiality of information kept about an individual ii) To provide legal backing so that it is possible to seek redress if rights are violated iii) To minimize the effects of exposure to uncensored materials iv) To observe copyright for those who create original work 
In Kenya, the Copyright Act was amended in 1996 to include protection for computer programs and software copyright. In addition to copyright protection, there are other laws in force in other countries. 
Some examples are listed below with a description of what the legislations entails. 
	Legislations  
	Description  

	Privacy Laws 
	Non-disclosure of private data to persons than those to whom it was given 

	Data Protection 
	A safeguard to protect personal data. It basically ensures that holders of personal data do not misuse data 

	Computer Misuse 
	To prevent misuse of both hardware and software, including computer viruses, hacking, etc. 

	Health and Safety 
	An explanation of what employers must do and what the equipment must be like to safeguard the health and safety of employees 

	Prohibited Publication 
	To prevent undesirable publication being published and distributed electronically, for example pornography and hate mail 


Sources of standards 
 (ISO) is a consortium of national standards institutes from 157 countries, coordinated through a secretariat in Geneva, Switzerland. ISO is the world's largest developer of standards. ISO 15443: "Information technology - Security techniques - A framework for IT security assurance", "Information technology - Security techniques - Code of practice for information security management", : "Information technology - Service management", and : "Information technology - Security techniques - Information security management systems - Requirements" are of particular interest to information security professionals. 
The USA () is a non-regulatory federal agency within the. The NIST Computer Security Division develops standards, metrics, tests and validation programs as well as publishes standards and guidelines to increase secure IT planning, implementation, management and operation. NIST is also the custodian of the USA publications (FIPS). 
 Is a professional membership society with more than 100 organization and over 20,000 individual members in over 180 countries. It provides leadership in addressing issues that confront the future of the Internet, and is the organization home for the groups responsible for Internet infrastructure standards, including the (IETF) and the (IAB). The ISOC hosts the Requests for Comments (RFCs) which includes the Official Internet Protocol Standards and the RFC-2196 . 
Professionalism 
Information security professionalism is the set of knowledge that people working in Information security and similar fields (and) should have and eventually demonstrate through from well-respected organizations. It also encompasses the education process required to accomplish different tasks in these fields. 
 Adoption is always increasing and spread to vital infrastructure for civil and military organizations. Everybody can get involved in the. It is crucial that a nation can have skilled professional to defend its vital interests. 
Conclusion 
[bookmark: _GoBack]Information security is the ongoing process of exercising due care and due diligence to protect information, and information systems, from unauthorized access, use, disclosure, destruction, modification, or disruption or distribution. The never ending process of information security involves ongoing training, assessment, protection, monitoring & detection, incident response & repair, documentation, and review. This makes information security an indispensable part of all the business operations across different domains. 

